Digital Technologies and Online Policy

RATIONALE

At Yokine Primary School, students learn to make the most of the digital technologies available to them, adapting to
new ways of doing things as technologies evolve and limiting the risks in a digital environment.

ONLINE SERVICES

Yokine Primary School provides online services to students for learning-related activities and makes every reasonable
effort to educate and protect students from exposure to inappropriate online material and activities. Responsible and
ethical student use of technology is key to Yokine Primary School’s approach to embedding digital technologies across
learning areas.

Staff will

e not allow students to access digital technology without both a signed “Permission for Students to Have an
Online Services Account Form” (upon enrolment) and a signed “Online Services Acceptable Use Agreement”
(upon enrolment and annually thereafter).

e embed the use of technology in their planning to foster innovation, creativity, critical thinking and problem
solving for students.

o explicitly teach expected behaviours in using technology to students at the beginning of each year and the
conditions of the Online Services Acceptable Use Agreement are reviewed.

e provide appropriate supervision for students using online services for learning, with students remaining within
line of sight to the supervising staff member.

e provide education about the risks associated with any online activities and individual responsibilities when
accessing online services to avoid exposure to inappropriate online content or activities.

e promptly address inappropriate online/social media posts that are either defamatory, misrepresent the school
and its intellectual property, display objectionable content or incite violence or threaten the safety of students
or staff. Staff will keep a record of the nature and the location of the offensive inappropriate content and
immediately report this to the Principal.

Upon enrolment parents/carers will
e sign a “Permission for Students to Have an Online Services Account Form” (Appendix B) grant their child
permission to have an online services account.

e sign an “Online Services Acceptable Use Agreement (K - Year 2)” (Appendix C) or “Online Services
Acceptable Use Agreement (Years 3 - 6)” (Appendix D).

Students agree to keep their passwords private and to follow directions of staff when using ICT equipment.

Misuse of online services or breach of the “Online Services Acceptable Usage Agreement” will be dealt with in
accordance with:
- the Yokine Primary School Behaviour and Engagement Guidelines;

- the Student Behaviour in Public Schools Policy and Procedures; and
- the Child Protection in Department of Education Sites Policy and Procedures.

Respect | Responsibility | Resilience


https://www.education.wa.edu.au/article/zz0x57v
https://www.education.wa.edu.au/article/l0e3g96

DEPARTMENT USE OF STUDENT IMAGES
Upon enrolment, parents will be requested to grant permission for the school to publish video or photographic images
of their child and/or samples of their child’s work to be used by the school and the Department of Education.
e Once permission has been granted the consent will remain effective until such time as the parent advises the
school otherwise.

o The parent can withdraw this permission at any time by contacting the Principal in writing.

Staff will:

e Confirm that permission to publish work or images of students has been received prior to publishing.

o Refrain from publishing student-identifying information on the internet (for example, surnames).

e Confirm that any material planned for publication on the internet or school intranet has the approval of the
Principal and has appropriate copyright and privacy clearance (refer to the Intellectual Property Policy and
Copyright for Schools Guidelines).

e Use group photos only, with students in regular school uniform or day clothing when publishing on the school’s
intranet or on the internet. Photographs of single students (except when receiving an award or similar) and of
students in swimming costumes or similar clothing, should be avoided.

e Use ClassDojo to share student images and work samples.

e Use a school device for taking student photographs, rather than their personal devices.

THIRD PARTY SERVICES

Third party online services are those provided by an external organisation, consultant or independent contractor and
may be free or paid. Student information may be recorded, used, disclosed and published to these services.

The Department completes security and privacy risk assessments on the services including terms of use, privacy
policy, and how they use and share information.

The Principal will ensure that a risk assessment of every online third party provider has been completed and that the
third party service meets a genuine teaching and learning, administration or communication need.
e The risk assessment will include:
- Identifying third party services which hold personal information for students;
- Checking the Department’s “Third Party Services Catalogue” to review the risk assessment of the Third Party
Service Provider; and
- Implementing the appropriate notification or consent option for parents as specified in the Third Party Service
Risk Report.
e Parents will be required to sign an “Online Third Party Services Consent Form” annually, indicating third party
online resources that they wish to consent to or opt-out of.
e Prior to using an online third party service with students, teachers will verify that the appropriate notification has
been given to the students’ parents or parental consent has been given for the use of that service.


https://www.education.wa.edu.au/web/policies/-/intellectual-property-policy
https://www.education.wa.edu.au/web/policies/-/copyright-for-schools-guidelines?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3Dcopyright%2Bfor%2Bschools

Appendix A

Permission for Students to Have an Online Services Account

Dear Parents / Carers,

Our school provides access to Department of Education online services. These enhance the contemporary learning
opportunities available to students and the range of teaching tools available to staff to deliver the Western Australian
Curriculum.

| am writing to seek approval for your child to be given access to these online services.
The Department’s online services currently provide students with access to:

+ individual email and calendar accounts;

+ theinternet, with all reasonable care taken by central office and schools to monitor and control students’ access
to websites while at school;

+ online teaching and learning services such as Connect, web-conferencing and digital resources;

« online file storage and sharing services; and

+ these online services at locations other than school.

If you agree to your child using these online services, please sign the Acceptable Use Agreement form and
complete the permission slip attached to this letter.

Please explain the content of the Acceptable Use Agreement to your child before the permission slip is signed.

Both forms should be returned to school so that an online services account can be created for your child.

Please note that while every reasonable effort is made by schools and the Department to prevent student exposure to
inappropriate online content when using Department provided online services, it is not possible to completely eliminate
the risk of such exposure.

You should be aware that the Department has the right to review, audit, intercept, access and disclose messages
created, received or sent over Department online services. Logs of email transactions and internet access data are
kept for administrative, legal and security purposes and may be monitored. Similar to other corporate records, emails
and internet access records are discoverable in the event of legal action and are subject to provisions of the Freedom
of Information Act 1992. (www.foi.wa.gov.au)

You should also be aware that general internet browsing not conducted via the Department’s network is not monitored
or filtered by the Department. The Department encourages close family supervision of all internet use by children in
locations other than school, and strongly recommends the use of appropriate internet filtering software. Advice on
managing internet use at home can found on the Office of the E-Safety Commissioner website
(www.esafety.gov.au/iparent).

Yours sincerely

Emma King
Principal


http://www.esafety.gov.au/iparent
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Permission for students to have an online services account

Student’s first name:

Student’s last name:

School:

Class | Form /| Room:

Parent
[_] 1 give permission for my child to have an online services account.
[]1DO NOT give permission for my child to have an online services account.

| understand and agree that my child has responsibilities when using the online services provided at school for
educational purposes, in accordance with the Acceptable Usage Agreement for school students.

| also understand that if my child breaks any of the rules in the Agreement that the principal may take disciplinary
action in accordance with the Department’s Student Behaviour Policy and Procedures.

Name of parent / carer:

Signature of parent / carer: Date:

Note: While every reasonable effort is made by schools and the Department of Education to prevent student exposure to inappropriate
online content when using the Department’s Online Services, it is not possible to completely eliminate the risk of such exposure. The
Department cannot filter internet content accessed by your child from home or from other locations away from the school. The Department
recommends the use of appropriate internet filtering software at home.

Office use only:
Processedon: / / by (initials):

Note: This agreement should be filed by the school.



Appendix C

Online Services Acceptable Use Agreement (K - Year 2)

| agree to follow the rules set out below when | use the Department-provided online services:

+ | will keep my password private and not share with other students.

+ | will not let other people logon and/or use my online account.

+ | will tell the teacher if | think someone is using my online account.

« | will tell the teacher if | see anything that makes me feel uncomfortable or unsafe that | know | should not
access or view at school.

+ | will say where other people’s pictures or words come from if | copy them from the internet.

| will check with the teacher before giving information about myself or anyone else when using online services.

+ | will take care when using the school’s computer equipment.

+ | will not use any online service to be mean, rude or unkind about other people.

| understand that if | use the internet or my online account in a way that | should not, then | may not be able to use
these in the future.

Name of student:

Signature of parent / carer:

Date:

Office use only: Processedon: / / by (initials):

Note: This agreement should be filed by the school; copies added to SIS and the ‘S’ Drive; and a copy kept by the
student.



Appendix D

Online Services Acceptable Use Agreement (Years 3 - 6)

| agree to follow the rules set out below when | use the Department-provided online services:

+ | will keep my password private and not share with other students.

* | 'will not let other people logon and/or use my online account.

| 'will tell the teacher if | think someone is using my online account.

+ If I'find any information that is inappropriate or makes me feel upset or confused | will tell a teacher about it.
Some of these things may include violence, racism, pornography, or content that is offensive, intimidating or
encourages dangerous or illegal things.

+ lunderstand the school and the Department of Education can monitor my use of online services.

+ | will use appropriate language in all internet communications.

+ If I use other people’s work taken from the internet as part of my own research and study | will acknowledge
them as the owner.

« | will check with the teacher before sharing images or giving information about myself or anyone else when
using online services.

« | will take care of the computers, computer systems or computer networks of the school, the Department of
Education or any other organisation.

| understand that

« | am responsible for my actions while using online services and may be held responsible for any breaches

caused if | allow any other person to use my online account;

+ If I misuse any online services | may be held liable and the principal may take further action.

Name of student:

Signature of parent / carer:

Date:

Office use only: Processedon: / / by (initials):
Note: This agreement should be filed by the school; copies added to SIS and the ‘S’ Drive; and a copy kept by the
student.



